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PERSPECTIVE

Managing sensitive phenotypic data and biomaterial in
large-scale collaborative psychiatric genetic research
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Large-scale collaborative research will be a hallmark of future psychiatric genetic research.
Ideally, both academic and non-academic institutions should be able to participate in such
collaborations to allow for the establishment of very large samples in a straightforward
manner. Any such endeavor requires an easy-to-implement information technology (IT)
framework. Here we present the requirements for a centralized framework and describe how
they can be met through a modular IT toolbox.
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Psychiatric genetic research has reached a crucial
point in time. There is a broad consensus that a
variety of methods and approaches will be used
jointly. Although genome-wide association studies
will not constitute the methodological mainstay anymore, they will continue to be one pillar of gene
discovery. They will be complemented by studies of
rare variants and copy-number variations. Moreover,
whole genome or whole exome sequencing are
gaining popularity, with both case-control and
family-based designs being applied.1 A hallmark of
current research activities is the emphasis on very
large samples, totaling several tens of thousands of
individuals, that can only be achieved through multisite collaborative efforts.2 At present, such multi-site
collaborative efforts are very often pursued by joining
samples initially collected for stand-alone projects.
This not only increases the level of sample heterogeneity but also introduces massive challenges to
information technology (IT). Scientists in large multisite projects are increasingly taking advantage of
centrally located internet-based administration tools3
and large repositories for biomaterial, genotype, and
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phenotype data such as the Rutgers University Cell
and DNA Repository (http://www.rucdr.org4) or the
database of Genotypes and Phenotypes (http://
www.ncbi.nlm.nih.gov/gap5). Particularly in the United States, these repositories and databases are widely
used and provide platforms for biomaterial and data
sharing. For publicly funded projects, depositing of
biomaterial and data may even be mandated by law.
Nonetheless, there is a need for highly flexible IT
frameworks that allow for ever-growing networks of
research groups that differ in size, expertise, research
foci, or funding but are joined by the wish to
collaborate in the establishment of large samples.
The IT challenges that such frameworks have to face
are the massive data amount, different data quality,
heterogeneous IT sources and, most importantly, nonstandardized metadata. Therefore, multicentric studies in psychiatric genetics should ideally be conceptualized as multicentric from the start. To achieve
the needed sample sizes, the research community
may in the future need to consider tapping into
clinical resources that are not necessarily part of large
research institutions. Large samples or even longitudinal cohorts may be drawn from both academic
and non-academic centers. Such a framework requires
the establishment of flexible IT tools for the deposition of phenotypic data and biomaterial. Given that
the technological developments will enable a more
and more detailed look on a person’s genome, this
flexibility will have to be accompanied by highest
standards for the protection of sensitive data.6,7
Although this is true for genetic research on any
complex phenotype, psychiatric genetics is typically
subject to deeper scrutiny by institutional review
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boards or ethics committees than genetic studies
on somatic disorders. Thus, any IT framework for
large-scale psychiatric genetic collaborative research
has to meet several requirements and challenges:
(a) It should enable easy participation by new sites at
any point in time, regardless of their geographical
location and sophistication of available IT.
(b) It should allow individual participating sites to
control their level of participation in the overall
project. This includes the flexible handling of
various levels of data and biomaterial data sharing
agreements across sites.
(c) It should allow for longitudinal assessment and
biobanking, a strategy that has been widely
ignored so far, although there is ample evidence
that longitudinal studies will broaden our understanding of psychiatric phenotypes and geneenvironment interactions.8–10
(d) It should adhere to the highest standards of data
protection. With the increasing amount of phenomic and genomic data generated from study
participants, their risk of being (re-)identified rises.
(e) It should allow for the assessment of a variety of
phenotypes (psychological tests, disease history,
and so on) and any biomaterial (whole blood,
DNA, RNA, proteins, and so on).
(f) It should ensure easy identification and retrieval
of samples, and avoid mix-up of samples and lost
identity.
(g) It should allow quick and easy queries of
phenotypic data and available biospecimens,
based on specific research questions.
We have developed a centralized modular IT tool
box (Figure 1) that addresses these needs and

Figure 1 The minimum set of information technology (IT)
tools (blue circle) can be expanded by adding other modules
(red circles) on demand.
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requirements. Its modular structure allows for a
flexible extension and adaptation to specific settings.

General prerequisites
Informed consent from all study participants as well
as harmonized standard operating procedures (SOPs)
for all methods and processes are fundamental
prerequisites. Storing and freezing capacities need
to be in place. If possible, all biospecimens should be
stored at one location to assure comparable storage
conditions and to minimize cost. For the identification of samples, a barcoding approach (ideally twodimensional) is preferred. Documentation forms
including the sample IDs should be available for
printing so as to quickly note any changes concerning
the withdrawal or processing of biospecimens if
necessary. Internet access is mandatory in order to
enter data into the IT toolbox.

IT toolbox
We propose a flexible and centralized IT toolbox as
opposed to federated, distributed, or hybrid IT
systems as described elsewhere.11–13 A centralized
approach has several advantages: Sites with no
expertise and manpower can still participate in large
studies, services of data management and infrastructure can be provided by experts. Documented metadata and coding of scales will be standardized, which
saves time for mapping and querying and at the same
time leads to high-quality data. Centralized databases
save cost in maintenance and work. Already existing
local IT systems for the management of clinical
routine tasks might also be integrated into the
proposed centralized IT toolbox; this, however, would
require additional mapping steps due to the heterogeneity of metadata.
The IT toolbox, as shown in Figure 1, comprises
five tools: (1) an identity and pseudonym tool, (2) an
administrative tool, (3) a biomaterial tool, (4) a
phenotype tool, and (5) a query tool. A precursor of
the toolbox introduced here was described before.14
(1) The identity and pseudonym tool stores all
identifying data of a participant, including
name and contact details, and administers the
pseudonyms used to store biomaterial and
phenotype data of all participants. To enhance
data protection, one participant receives one
pseudonym per IT tool during the course of a
single study.
(2) The administrative tool is tightly linked to the
identity and pseudonym tool. This is essential as
the administrative tool should allow for the
management of identifying data and of follow-up
dates for local participants. It should enable the
presentation of family relations needed for familybased studies, and indicate the status of agreement of the informed consent signed by the
participant.
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(3) The purpose of the biomaterial tool is to manage
the collected biomaterials. Data stored within
this tool describe the location, type, and quality
of each single biospecimen linked to the unique
sample ID.
(4) The phenotype tool is used to collect clinical,
demographic, and other phenotype data of all
study participants.
(5) The query tool enables regular stocktaking of
biomaterial, facilitates scientific analyses, allows
for the request of biological samples and data
as well as for the generation of new research
hypotheses.

Needs meet IT toolbox
In order to increase recruitment numbers for psychiatric genetic studies, our aim is to integrate many
research sites by providing an administrative framework across different organizations. To this end, it
should be mentioned that our approach is not
primarily conceptualized as a meta-database13 but
rather as a solution for data collection, management,
and analysis of a-priori planned scientific projects.
Non-academic sites providing only primary care can
be integrated into these collaborative research projects with minimal on-site administrative burden. As
outlined below, the concept addresses multiple IT
challenges:
(a) The need to enable easy participation of new
sites at any point of the study is challenged by the
complications of a multicentric approach with its
different geographical locations and varying IT
resources. This challenge can be met by one site
which may not even be part of the collaboration and
which serves as IT provider for all collaborators.15
Hence, all five IT tools need to be web-based so that
all partners may participate regardless of their
geographical location.
(b) In a multicentric research collaboration, researchers
may want to analyze and publish their data prior to a
joint publication of the collaboration. This should be
dealt with through data management policies. From
an IT point of view, a very flexible rights and roles
concept is the solution. Such a concept can guarantee
users to only see and work with their own data before
sharing them with the collaborators. A more detailed
explanation of the rights and roles concept in the
phenotype tool can be found in Supplementary
Figure 1. Rights and roles concepts implemented in
the proposed IT tools are constructed in such a way
that different roles can be defined. Typically, the
following roles can be distinguished: administrator,
monitor, clinical investigator involved in the phenotypic assessment of the patient, biostatistician, or data
manager. On the basis of each single item or data set,
different rights in great detail can be assigned to each
role, for example, read only, create, alter, allow
export, or delete, according to the needs and regulations. Reports, exports, and statistics can also be
managed by the rights and roles concept. The concept

is applied per IT tool, where each user is assigned a
distinct role:

3

 The administrator will be able to see all data (except
for the identifying ones) but cannot change them.
 The clinical investigator will see all data of his
patients including the identifying data (from his
work package/sub project) and can enter and alter
them.
 The biostatistician will be able to read and export
all data (except for the identifying ones) but not to
alter them.
 A monitor reviewing the data of a clinical trial for
quality control purposes will see all data of all work
packages except for the identifying ones.
Usually, only the administrator of the respective IT
tool is able to assign rights and roles to users. If
necessary, this can be more than one role per user.
(c) The requirement of enabling longitudinal
assessment of phenotypes and biobanking brings up
the issue of correctly mapping pseudonyms. The two
main IT tools to solve this problem are the identity
and pseudonym tool and the administrative tool. The
first checks the identifying data of participants
against an existing database and automatically maps
all pseudonyms of a participant in one list. The
administrative tool simplifies creating pseudonyms
for one participant for the different IT tools by just
entering his identifying data once (Supplementary
Figure 2). Furthermore, the administrative tool
reminds the study manager to invite participants to
follow-up appointments and manage them.
(d) Although the use of pseudonyms and the
separate storage of identifying data can be considered
a standard procedure, it may not be sufficient to fend
off the risk of identification. This could be further
minimized by using different pseudonyms in the
phenotype and the biomaterial tools. The mapping
table of these pseudonyms should be kept with an
honest broker outside the collaboration. This honest
broker provides the identity and pseudonym tool as a
service. In our experience, institutional review boards
favor the idea of a physical and organizational
separation of data. This separation and storage of
data through an honest broker not involved in the
project is also put forward in a generic data protection
concept developed in collaboration with German data
protection officials.16 The honest broker can by no
means gain access to data other than the identifying
ones. The hardware and software requirements for the
protection of the identifying data are as follows: The
list of the identifying data and the pseudonym
mapping list are kept in an enterprise grade database
on hardened Linux servers behind a two-staged
firewall. Communication between the database and
the application servers is strongly encrypted with
HTTPS/SSL. Furthermore, the database servers are
only accessible from defined IP addresses. Moreover,
all IT tools are secured by a login name and a
password, which must meet a predefined password
Molecular Psychiatry

Managing sensitive phenotypic data and biomaterial
SY Demiroglu et al

4

strength and is changed in regular intervals, following
an automated reminder to do so. Before external
researchers can query data with the query tool, all
data will be pseudonymized for a second time
(Supplementary Figure 3). More importantly, the
amount of readily visible information will depend
on the level of data accessibility. For example, instead
of showing a sequenced genome of an individual
participant, a box would be ticked stating ‘sequence
information is available’.
(e) To allow for the collection of a variety of
phenotypes and all biomaterials, the chosen biomaterial and phenotype tools should offer great flexibility and an easy-to-learn function to parameterize
data items. To reduce the risk of data incorrectness or
incompleteness, free text fields should be used as
little as possible and rules should be implemented to
ensure that necessary data items, including plausibility checks (Supplementary Figure 4), are filled in.
If, for example, a participant ticks the box ‘male’, the
question of pregnancy becomes obsolete.
(f) Straightforward identification and retrieval of
biomaterial are two of the most important practical
issues in large-scale collaborative biobanking efforts.
This involves issues like the choice of tubes, type of
barcode labels (Supplementary Figure 5), and location
of specimen storage.
(g) Finally, the scientific performance of a largescale multi-site collaborative effort hinges critically
on the possibility of executing quick and easy queries
on all data and specimens. This is not a problem with
the suggested IT solution for a-priori planned projects, where everyone uses exactly the same clinical
variables and adheres to the same standards for the
documentation of biomaterial. However, if such a
project is joined with others, the biggest challenge
usually is the heterogeneity of specimens and the
problem of inhomogeneous documentation. To address this problem, the unified medical language
system integrated into the query tool indicates
similarity where it exists. The IT query tool should
have a user friendly menu with a drag and drop
option for constructing queries and the possibility to
save queries which are repeated on a regular basis, for
example, the number of DNA samples currently
available for a specific phenotype.
The modular setup of the toolbox provides the
advantage of being able to flexibly add new tools to
the IT toolbox. The electronic laboratory notebook is
one such tool. It allows the documentation of all
materials, equipment, software, and processes
involved in the generation of biospecimens and
research results. Such precise documentation, that
is, the generation of metadata, is required for longterm preservation of research results.

Flexible toolbox approach
Our design of the IT toolbox is ideally suited to fit the
needs of a variety of research organizations. The
approach is based on one simple principle: you only
Molecular Psychiatry

take what you need. To illustrate the modular
approach, we consider four different cases:
(i) Small monocentric research project, which has
not yet collected any data or samples.
(ii) Small monocentric research project, which has
already collected a range of phenomic data and
biomaterial.
(iii) Large-scale monocentric research project aimed
at recruiting a large number of participants; may
already have collected a range of phenomic data
and biomaterial.
(iv) Large-scale multicentric research project, which
has collected and will continue to collect a host
of phenomic data and diverse biomaterial. This
includes longitudinal cohorts and epidemiological samples in large catchment areas.
For use case I, the minimal set of tools comprising
the identity and pseudonym tool, the phenotype tool
and the biomaterial tool will satisfy all needs.
Participants can be registered, their identifying data
securely stored, and all phenomic data and biomaterial can be managed.
In use case II, when the research project has already
collected sufficient data for analyses, a query tool
should be added to the minimal set of tools.
Most relevant in use case III is the large number of
participants to be recruited. This large number makes
an administrative tool for organizing follow-up dates,
administering the status of the informed consents,
and displaying family relations necessary. Moreover,
receiving pseudonyms for one participant for all IT
data collection tools by entering identifying data only
once minimizes the work load.
For the highest expansion stage of a research project
(use case IV), the complete set of web-based IT tools
should be implemented. Especially the query tool
should be on a very advanced level allowing not only
for requests for biomaterial and phenomic data from
within the research project, but also from external
persons and institutions, always in accordance with
data protection requirements.

Use of commercially available vs home-made
software
In any project that involves a modular use of IT
components, one is faced with the question whether
to use existing software tools or to develop them
oneself. We recommend using professional software,
wherever possible, as this allows for continued
support, access to updates and bug fixes, and thus
guarantees a high level of sustainability. Where no
such software exists, one should develop new tools
using existing frameworks and technologies. This, in
combination with an adaptation of the identity and
pseudonym tool, is what we use for the administrative tool. For the phenotype tool, we use secuTrial
from interactive Systems (Berlin, Germany), for the
biomaterial tool we use Starlims from Abbott (Abbott
Park, IL, USA), for the query tool we use i2b2
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developed by the National Center for Biomedical
Computing in Boston (MA, USA), and for the identity
and pseudonym tool we use the PID (Patient
Identifier) Generator17 developed by the German
umbrella organization TMF (Technology, Methods,
and Infrastructure for Networked Medical Research).
The choice of type of an electronic lab book depends
on the research focus of the project.

informed consent. Importantly, the central administration of data does not mean that individual
researchers forfeit control over their own data but
retain it via the aforementioned rights and roles
concept. Indeed, a partly centralized and partly
federated solution has been postulated as combining
the advantages of cost-effectiveness and ownership
issues inherent in centralized and federate systems,
respectively.11,12,18
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Outlook
The IT toolbox is meant to guide researchers in setting
up an IT framework for managing sensitive personal
data and biomaterial for psychiatric genetic research.
It particularly aims at research collaborations that
have received funding for a specific project but have
not yet gathered experience in setting up the
necessary IT environment. With the toolbox, we
present an easy-to-follow guideline on the IT components essential to the management of sensitive data
and biomaterial in collaborative longitudinal psychiatric genetic research. A detailed sequential checklist
on the implementation of the toolbox essentials is
provided (Supplementary Table 1).
The IT tool box described has been developed as
the IT backbone of a multi-center research project on
genotype-phenotype relationships and the neurobiology of the longitudinal course of psychosis coordinated by the University of Göttingen (http://
www.kfo241.de). Precursors and parts of this tool
box, which is continuously adapted to changing
scientific and legal requirements, have been used for
many years by the German Competence Networks
Dementia, Congenital Heart Defects, and Multiple
Sclerosis, the Research Network Creutzfeldt-Jakob
disease, and another Clinical Research Group at the
University of Göttingen, focusing on colorectal cancer. In the near future, the proposed infrastructure
will also be used by the Göttingen stem cell biobank
of the German Center for Cardiovascular Research and
the centralized biobank of the Göttingen University
Medical Center.
As discussed, the modular structure allows for an
easy expansion of the IT toolbox. Adding a tool for
handling sensitive genome-wide genotyping or
sequencing data, for instance, could constitute a
logical next step. The modular flexibility also allows
for the exchange of tools that have become obsolete
due to new research strategies or legal requirements.
In accordance with the challenges encountered in
multi-site academic research, the present approach
can be considered a flexible, centralized tool box:
Whereas it would be ideal for standardized metadata
to be collected and stored centrally, the flexibility of
our framework assures that experienced and well
integrated local IT systems can be kept at distinct sites
while their data can still be queried. For the current
and planned implementations of our toolbox approach outlined above, the willingness of investigators to use such centralized system is a prerequisite
and the central data storage is mentioned in the
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Supplemental Figure 1. Rights and roles concept as implemented in the software secuTrial
(www.secutrial.com). (A) Typical roles in a collaborative psychiatric genetic research project. Note
that there are two clinical investigators, one for work package (WP) 1 and the other for WP 2. Both
will only see the data of their individual WP. The “messages” option controls whether a role is
allowed to read internal system messages or to also send own messages. The “review” rights are
essential for validating the data in the database. These rights can be set dynamically according to the
project configuration. This is one possible scenario: A clinical investigator locks one or all forms of
one visit for further manipulation and sets them to status review A, because from his point of view
data entry is complete. The principal investigator checks the entered data, revokes review A, changes
several values and finally locks it again with setting it to status review B. The next step could be a
monitor who revokes status review B by opening a query on individual questions. Queries can be
solved by authorized persons who have the according rights. By this workflow of checks the data
quality gets increased until a point where it is decided that data entry is complete. The “patient”
option is meant to create new study subjects within the IT tool and add them to a project. The search
right enables the role to search items via search forms. With the export right, the whole project data
can be exported into a format which is convenient for data analysis (e.g. SAS or CSV). No new project
can be set up by any of the roles indicated here; to do this is the responsibility of the IT
administrator. (B) Detailed rights of the Clinical Investigator from WP 1. Specific rights can be given
and withdrawn. In our example, the SCID interview can be edited and read but not commented.
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Supplemental Figure 2. Flow of pseudonym mapping and retrieval. (A) Two different pseudonyms are
generated for John Doe in the identity and pseudonym tool.
(1) Identifying data of the study participant are entered into the administrative tool.
(2) The identifying data are transferred to the identity and pseudonym tool.
(3) Two pseudonyms for the phenotype tool and the biomaterial tool are generated.
(4) Pseudonyms are linked with the identifying data.
(5) Pseudonyms are printed as barcodes together with the identifying data.
(B) Data input into the phenotype tool is exemplified.
(6) Barcode of the phenotype tool is linked with the phenotype item „non-smoker“.
(7) Pseudonym and the phenotype data are stored together in the phenotype tool.
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Supplemental Figure 3. Multi-level pseudonymization. In countries with very strict data protection
requirements like Germany, the identity of study participants is ideally kept with a trusted third
party. Up to now, this has typically been done through notaries or law offices but is now being
replaced by a system in which an academic institution (e.g. a medical informatics department) that is
not part of the scientific collaboration acts as a service provider. In such a framework, all data to be
collected will be kept in two different IT tools, whereby one participant will have different
pseudonyms in both phenotype and biomaterial tool. Before data can be queried, they need to be
linked and then to undergo a second pseudonymization step. During this step, the second
pseudonym (PSN) is generated and then used in the query tool. Especially for long-term preservation
of research data, this is of utmost importance.
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Supplemental Figure 4. Front end and back end of the phenotype tool from secuTrial software. In B
you can see how the different areas of the questionnaire can be put together.
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Supplemental Figure 5. Labeling of specimen transport bags and barcoding. The identification of
samples is often challenged by unreadable labels, labels that fall off the tubes at low temperatures,
or the problem of retrieving samples from a large freezer without knowing exactly where they are.
To circumvent these challenges, we recommend using two different 2D barcodes. The first 2D
barcode comes with the commercial storage tubes and is permanently laser-etched on the bottom of
the tubes. The second one, depicted in the figure above, is created by the biomaterial tool and can
be printed onto adhesive labels and stuck onto the side of the tubes. These designed 2D barcodes
contain a project ID (XXX), a kit ID (dh5sn6), three letters identifying the type of biomaterial in the
tube, based on SPREC (1), and an ascending number. Via the kit ID, all tubes belonging to one
participant’s visit can be easily identified and stored prior to blood withdrawal in one specimen
transport bag which is also labeled with the project ID and the kit ID. 2D barcodes are still machine
readable even if about one fourth of the data matrix are lost, ensuring high sample identification
rates. To complete the IT infrastructure, a 2D barcode scanner and printer must be available. In
addition to 2D barcodes, it is also possible to identify samples by using integrated memory chips.
These could be read out wirelessly via radio-frequency identification (RFID) technology. Such
memory chips not only store information about the sample itself, like process steps or results of
analyses, but also documents and images. With the information permanently stored and physically
bound to the sample, the risk of losing essential information is minimized.
1. Betsou F, Lehmann S, Ashton G, Barnes M, Benson EE, Coppola D et al. Standard preanalytical
coding for biospecimens: defining the sample PREanalytical code. Cancer Epidemiol
Biomarkers Prev 2010; 19(4): 1004-1011.
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Supplemental Table 1: Sequential checklist on the implementation of an IT toolbox for collaborative
psychiatric genetic research

One year before project start:
•

Hire IT experts for setting up the IT toolbox

•

Describe, document, and compare workflows for recruitment of participants, biomaterial
collection, interview procedure, transport of biomaterials and questionnaires, processing and
storage of biomaterials, entering of data into databases with existing workflows in the IT
tools

•

Write a project plan

•

Set up a financial plan for the IT toolbox. Software products always have follow-up costs for
update and support, hardware, and often additional costs for adaptation

•

Write an IT concept

•

Buy hardware for the setup of the IT toolbox

•

Establish the identification of samples, e.g. 2D barcoded tubes

•

Decide on which phenotypic assessment tools (e.g. questionnaires, scales) to implement in
the phenotype tool

•

Prepare a list of requirements concerning the IT tools and perform a market survey

•

Decide on software products for the different IT tools

9 months before project start:
•

Write standard operating procedures (SOPs)

•

Write patient information and patient informed consent

•

Write data protection concept
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•

Implement the phenotypic assessment tools to be documented

•

Buy lab equipment and storage equipment for biomaterial: freezers, liquid nitrogen tanks,
centrifuges, tubes

•

Instruct facility management to setup N2 alarm system and power backup for physical
biobank room

•

Make sure internet access points are available at data entry points

•

Prepare a list of required specifications for the adaptation of software tools and make a
contract with a company or adapt the IT tools yourself

6 months before project start:
•

Approval of patient information, patient informed consent, and data protection concept by
the internal review board

•

Reproduce the physical storage structure in the tool for the administration of biomaterial
and decide on to be documented items for the biomaterial and implement them

•

Adapt the administrative tool to the parameters to be documented

•

Buy infrastructure-related devices: Barcode scanner, barcode printer, computers to be used
at the different data entry points

•

Receive changes in the software products and validate the changes

•

Decide on a rights and roles concept

•

Make a contract with an honest broker for the storage of identifying participant data

Shortly before project start:
•

Make sure all plausibility checks and rules in the IT tools have been validated

•

Make a backup of the empty IT systems

•

Make sure SOPs have all been written and approved
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•

Ensure that staff is trained in the workflows and in how to work with new machines

•

Validate that all IT tools work optimally together

•

Distribute logins and passwords to the users and assign roles

•

Send empty pre-labeled tubes to all participating partner sites as well as SOPs for external
centers

•

Train users in the use of IT tools

•

Start setting up the query tool

•

Start recruiting the first participants

6 months after project start:
•

Draw a conclusion about what was good and what went wrong

•

Check workflows and implementation of SOPs

•

Determine the amount of datasets entered into the IT tools

•

Validate the setup of the query tool
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